IT Employee Termination Procedures

Following are tasks and/or concerns that need to be addressed:

1) Identify and disable all means of access to the environment for the user

a. Physical

i. Badges

ii. Keys

iii. Biometrics

iv. Codes (for keypads)

v. Social Engineering (friendly receptionist)

b. Electronic – Telephone

i. Voice Mail systems

ii. PBX systems

iii. FAX servers

c. Electronic – Data

i. VPN servers

ii. Dial-up servers

iii. Remote access software

1. PC/Anywhere, VNC, Citrix, etc.

2. Microsoft Terminal Services

3. Direct dial-up to servers, AS/400, etc.

iv. Internet-facing devices

1. Internet-connected hosts

a. SMTP/MAIL/POP3 e-mail servers

b. Microsoft Exchange / OWA systems

c. UNIX hosts

d. Database servers

e. Web Servers

f. Application-specific servers

i. Portals 

ii. Home banking

iii. Content filters

iv. Virus filtering servers

v. Proxy caches

2. Internet-connected devices

a. Routers

b. Firewalls

c. VPN servers

d. Switches (via Telnet, SNMP or web interfaces)

2) Identify all places where User ID’s are stored and need to be changed

a. File and Print environments

i. Windows NT / 2000 / XP systems

1. Domain Accounts

a. Administrator accounts

b. Administrator-equivalent accounts

c. Regular user accounts

d. Service accounts

2. Active Directory Accounts

a. Administrator accounts

b. Administrator-equivalent accounts

c. Regular user accounts

d. Service accounts

3. Local Accounts (on individual machines, incl. Workstations)

a. Administrator accounts

b. Administrator-equivalent accounts

c. Regular user accounts

d. Service accounts

4. Service accounts (definition)

a. Backup software (backup exec, ARCserve, etc.)

b. Virus protection software

c. Databases

d. Any service that operates a port < 1024 such as

i. Web servers

1. IIS IUSR~MACHINE

2. Apache Web Server

3. Other web servers

ii. FTP servers

iii. Remote control software

iv. Game servers

b. Within application software

1. Database software

a. SQL server SA account

b. Other DBA accounts as applicable

c. Service accounts for automated login (web servers, batch jobs, client applications)

2. Within specific applications (list all major apps)

a. Any remote-control software

b. Accounting and finance

c. Document imaging

3. Within enterprise management applications

a. HP Open View

b. Etc.

4. Within custom-written applications

5. Within web servers

a. Accounts that log into CGI applications

b. Accounts that are used by CGI applications

c. Accounts that can “pass-through” to the OS

6. Within proxy-caches, and all others ID’d from item#1

c. RADIUS, TACACS+, etc.

3) Evaluate or change encryption keys

a. Within VPN applications

b. PGP or other personal encryption

c. Microsoft EFS

d. PKI systems

e. Various certificates (Verisign)

4) Review logs for signs of previous abuse

a. Physical environment

i. Badge system swipes

ii. Sign-in sheets

iii. Server rooms

iv. Code systems

b. Operating systems

c. Firewalls

d. Routers

e. Proxy Caches

f. Content filters

g. UNIX hosts

i. .bash_history, etc.

h. Local logging

i. Windows event log

i. Specific applications

i. Finance and accounting

ii. Databases

5) Suspend user accounts

a. Change password

b. Disable login

c. Do not delete the account (the may be file ownerships that could break)

d. Revoke 3-factor authentication rights (RSA Secure ID, biometrics, etc.)

6) Evaluate user workstation

a. Manually review file system, applications installed, etc.

b. Results of netstat command to find listening daemons

c. Scan the filesystem for significant items

i. Text content scans (porn, hack, employee name)

ii. File type scan (MP3, GIF, JPG, ZIP)

iii. Analyze Internet browser information

1. Internet “favorites”

2. Cache directories

3. Recycle bin

iv. Recent modifications

1. Scan files created since N days

2. Scan files modified since N days

d. Scan all files owned by employee on network shares

e. Examine file areas for “peer to peer” file sharing apps

f. Examine instant messaging program configuration

i. Type of service

ii. ID that is logging into IM service

iii. Buddy list

7) Evaluate user e-mail

a. If possible, back up email prior to dismissal

b. Forward all email to an administrator

c. Examine e-mail queue – what was sent, what was received

d. Examine contacts, calendar events, tasks, etc.

8) Evaluate company e-mail

a. Unknown user IDs

b. E-mail rules (such as to copy all CEO email to an external address)

9) Assess company property in control of the employee 

a. Catalog all hardware, software and licenses in employee’s possession

b. Catalog all hardware, software and licenses on company premises

c. Identify missing hardware, software and licenses

d. Organize hardware, software, and licenses for an orderly transition

e. Are any backup tapes unaccounted for or in possession of former employee

f. Mobile phones

g. Pagers

h. PDA devices

i. Computer systems, hardware, software, licenses

j. Books, manuals, documentation (especially internal)

k. Company ID cards (laminated, etc)

l. Keys

m. Security badges

n. Parking permits

o. Intellectual property

i. Backups of databases, templates, content to CD

ii. Software source code

iii. Proprietary company information, especially that involves the privacy of those still employed

p. Is a legal order required to force the employee to produce all items

10) Examine backup systems

a. Is it necessary to maintain a set of tapes for evidence

b. Is it necessary to maintain a set of tapes in case of sabotage

c. Does the company wish to test recent backup tapes by restoring

d. Are backup jobs currently running

e. How are they configured

f. How is the tape rotation schedule configured

i. Is it adequate

ii. Is there off-site storage of tapes

iii. Is there enough tapes to continue until a new person comes in

11) Remove user as an “authorized contact” and replace with new

a. Internally within the company

i. Memo to staff

ii. Voice mail

b. Externally outside of the company

i. Service contracts with vendors

1. Telephone, Voicemail

2. HVAC

3. Support vendors

a. Hardware

b. Software

i. Specific software apps

ii. Databases

c. Off-site storage

4. Internet / ISP connections

a. With the telco

b. With the DNS registrar

c. With other service providers

5. WAN connections

a. With the telco

ii. With partner companies

1. Upstream or downstream partners

2. WAN-connected partners

12) Evaluate critical systems for security vulnerabilities

a. For “time bombs”

i. Examine batch jobs

1. UNIX – cron, AT

2. Windows – Task Scheduler

3. Proprietary job scheduling software

ii. Currently running processes

iii. Results of a netstat command to find listening daemons

iv. Run Virus scans on critical systems

v. Ensure that all user / admin accounts the user had access to are currently logged out of critical system

vi. Within source code

1. Applications created and compiled by user

2. Scripts and batch files

3. Application-specific languages (SQL queries, forms, etc.)

4. Within Office and word applications

a. Hidden file attachments

b. For system “back doors”

i. Evaluate directory services, ID databases for admin equivalent

ii. Run automated directory analysis tools as appropriate

iii. Examine any software applications created or modified at the source code level by the employee

iv. Results of a netstat command to find listening daemons

c. For system vulnerabilities

i. Perform vulnerability assessments 

1. Externally on Internet-facing devices to find means of entry or compromise

2. Internally on the LAN

ii. Perform security needs assessment

1. ID non-IP based vulnerabilities that may have been missed

iii. Perform system analysis

1. Compare against recommended patch level 

2. Results of netstat command to find listening daemons

3. Scan the filesystem for significant items

a. Text content scans (porn, hack, employee name)

b. File type scan (MP3, GIF, JPG, ZIP)

c. Analyze Internet browser information

i. Internet “favorites”

ii. Cache directories

iii. Recycle bin

d. Recent modifications

i. Scan files created since N days

ii. Scan files modified since N days

iii. Scan all files owned by employee

